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Abstract. In this paper, we propose a new intrusion detection system:
MMIDS (Multi-step Multi-class Intrusion Detection System), which al-
leviates some drawbacks associated with misuse detection and anom-
aly detection. The MMIDS consists of a hierarchical structure of one-
class SVM, novel multi-class SVM, and incremental clustering algorithm:
Fuzzy-ART. It is able to detect novel attacks, to give detail informations
of attack types, to provide economic system maintenance, and to provide
incremental update and extension with a system.

1 Introduction

Recently threat elements and criminal behaviors against computer and infor-
mation resources on networks appears to increase and communize rapidly to
the extent harming on household computers. Threat elements against computer
resources are expanded to a variety of types of attack ranging from simple intru-
sion by use of scripts to misuse of computers by use of malware equipped with
multiple functions, and the scale of damage also increases rapidly [I]. Hence, it
is necessary to develop more effective intrusion detection algorithms in order to
detect malicious behaviors and intrusions being expanded to a variety of range.

Intrusion detection is the art of detecting unauthorized, inappropriate, or
anomalous activity on computer systems. There are two major paradigms for
intrusion detection methods according to general strategy for detection: misuse
detection and anomaly detection. The misuse detection model establishes a rule
base by way of a detail analysis on the attack type, and performs the detection
on the basis of it. This model has an intrinsic disadvantage that the rule base
should be manually updated for new types of attack in order to deal with them.
The anomaly detection model detects attacks by determining data deviated at
a great extent from the profile including normal behavior as abnormal behavior.
This model is useful to detect new types of attack, but has an unavoidable limit
that it can not take a proper action against the intrusion because it lacks detail
information about the detected type of attack [2].

According an investigation on latest research literatures, there are many on-
going attempts to apply data mining and machine learning techniques to the
intrusion detection systems in order to design more intelligent intrusion detec-
tion model. Recently, the support vector learning method, featuring superior
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performance at some issues such as pattern classification and function approxi-
mation, has grown up as a viable tool in the area of intrusion detection systems.
The intrusion detection model based on SVM (support vector machine) is mainly
classified into three types. The first type [3] divides data into normal data and
attack data using characteristics of the binary classifier SVM, and the second
type [] implements an anomaly detection model using one-class SVM. All of
both methods described above, however, can not offer additional information
about detected type of attack, only but distinguish normal data and abnormal
data. Finally, the third type [0] establishes multi-class SVM at the form of com-
bining many binary classifiers, namely, SVMs and divides data into normal data
and four types of attack data. Since this type has many problems including that
system performance of which is completely dependent on the quality of training
data and training time of which take a long time, it can not be used as prac-
tical intelligent intrusion detection system although it is more advanced one in
comparison with other two methods.

In this paper, we propose a novel intrusion detection model, which keeps
advantages of existing misuse detection model and anomaly detection model
and resolves their problems. This new intrusion detection system, named to
MMIDS (Multi-step Multi-class Intrusion Detection System), was designed to
satisfy all the following requirements by combining one-class SVM, proposed
novel multi-class SVM and Fuzzy-ART that is a incremental clustering algo-
rithm, hierarchically: 1)Fast detection of new types of attack unknown to the
system; 2) Provision of detail information about the detected types of attack;
3) cost-effective maintenance due to fast and efficient learning and update; 4)
incrementality and scalability of system.

The organization of this paper is as follows. Section 2 explains the new-
proposed multi-class SVM, and Section 3 describes the proposed intrusion de-
tection model: MMIDS. The experimental results are given in Section 4, and
conclusions are made in Section 5.

2 Multi-class SVM Based on One-Class SVM

Recently, the support vector learning method has grown up as a viable tool in
the area of intelligent systems. It shows an excellent performance at the pat-
tern classification and function approximation by ensuring global optimum for a
given problems. However, it is difficult to apply SVM at real world applications,
most of which are as to the multi-class classification, because it has a struc-
tural limit of the binary classifier. How to effectively extend it for multi-class
classification is still an ongoing research issue. Currently, there are three major
types of approaches for multi-class SVM: one-against-all, one-against-one, and
DAGSVM [d].

As for the intrusion detection, the volume of data necessary for the training
varies depending on each type of attack. Hence, the training result for a type of
attack may be affected by other types of attack data owing to the unbalanced
size of training data. In addition, it can not be said that current training data
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represents for the whole class, because new types of attack, included in one attack
class, are increasingly emerged. So, the binary classifier SVM may be subject to
misclassification for novel attack data by creating decision boundary including
unobserved area. It is preferable, therefore, to select the decision boundary using
one-class SVM [8] that expresses only the corresponding class independently. In
this paper, we propose a multi-class SVM that can classify various types of attack
on the basis of one-class SVM.

Given K-data set of Nj patterns in d-dimensional input space, Dj, = {z¥ €
RYi=1,...,Ny};k=1,..., K, multi-class SVM to classify each class is defined
as a problem to obtain a sphere that minimizes the volume with it including the
training data, and it is formalized through the following optimization problem.

min  Lo(R, ak, &) = +CZ€k (1)
st |laf — x| < RE + &-@fzom.

Where, ay, is the center of the sphere that expresses k-th class, Ri is the square
value of sphere radius, £¥ is the penalty term that shows how far i-th training
data xf pertained to k-th class is deviated from the sphere, and C is the trade-off
constant.

By introducing a Lagranger multiplier for each inequality condition, we ob-
tain the following Lagrange function:

Ny,
L(Riaakagkaakank) :Ri+czgf (2)

=1

—|—Za -—ak T(x?—ak)—Ri—fﬂ

§ k ¢k
- i Si
=1

where af >0, nl’-“ >0, Vi.

From the saddle point condition, the equation (2) has to be minimized with
respect to Ri, ar and &F and maximized with respect to ax and 7 [7U8]. The
optimal solution of (1) should satisfy the following:
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With substitution of the above into Lagrange function L, we obtain the fol-
lowing dual problem:

N Np N
MiNg, E E afa? < xf,x? > — E of <k ab > (4)
i=1j=1 i=1

N
s.t. Za? =1,0% € 0,0, Vi.
i=1
Since, each class can express more complex own decision boundary in re-
spective feature space F [7l§], training of the system is done with solving the
following QP problem by considering independency of the feature space to which
each class is mapped.

N N Ni
MiNg, ZZafaka(xf,x;?) — Zaka(xf,xf) (5)
i=1 j=1 i=1

N
st. Y af =1,0f €[0,C),Vi.

=1

When the gaussian function is chosen for the kernel, we always have
K(z,z) = 1 for each + € R Thus, the above problem can be further sim-
plified as follows:

Ny Ng

MiNg, ZZafaka(xf,x?) (6)

i=1 j=1

Ny,
s.t. Zaf =1,af €10,0),Vi.

=1

Note that in this case, the decision function of each class can be summarized
as follows

fel@) = RE — (1-2) ofKp(af,z)+ Y afefKi(af,ab) >0 (7)
i=1 i=1 j=1

Since the output fi(z) of one-class SVM that is defined on different feature
space means absolute distance between corresponding data and decision bound-
ary in each feature space, it is not recommended to determine pertained class by
comparing absolute distances on different feature spaces. Accordingly, we calcu-
late the relative distance fi(z) = fx(z)/Ry by dividing the absolute distance
fr(z) on the feature by the radius Ry, of the sphere that is defined on the feature
space, and decide the class having maximum relative distance as one to which
the input data x is pertained.

Class of © = arg mazk=1,.. kfr(x) (8)
where fk(x) = fr(z)/Ry
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Remark: To show its effectiveness, we compare the proposed method with
other methods with respect to complexity analysis. Let’s assume k classes and
n training data per class in order to compare the multi-class SVM that we
propose and conventional methodologies. For one-against-all, total number of
data for the training is nk? because the number of SVMs to be trained is k& and
each SVM has to train data amounting to nk. For one-against-one and DAG,
the number of SVMs to be trained is k(k — 1)/2 and 2n data contributes to
the training of each SVM. Total number of data to be trained is, therefore,
nk? — nk. For the proposed method, with total number of data involved in the
training being nk because k SVMs are trained and n data per SVM is involved,
the proposed algorithm delivers a faster training speed. If one new class is added
into the multi-class SVM that has already been trained, k + 1 SVMs should be
trained newly for one-against-all and & SVMs should be trained again for one-
against-one, respectively. In the case of DAG, not only £ SVMs should be trained
again but also additional cost for reconstructing the graph is required. Whereas,
the proposed algorithm is very cost-effective in terms of system reconstruction
because it trains only added SVM. The Complexity Analysis of conventional
Multi-Class SVMs and proposed method are summarized in Table [I1

Table 1. Complexity Analysis of Multi-Class SVMs

The number of The number of The number of The number of
training SVMs training data training SVMs  test SVMs
per SVM when a class

is added
one-against-all k nk k+1 k
one-against-one k(k—1)/2 2n k k(k—1)/2
DAG k(k—1)/2 2n k+ DAG k
Proposed Method k n 1 k

3 MMIDS (Multi-step Multi-class Intrusion Detection
System)

In this section, we propose a new intrusion detection model, which keeps advan-
tages of existing misuse detection model and anomaly detection model as they
are and resolves their problems. The new intrusion detection system, named to
MMIDS, is designed to satisfy all the following requirements: 1) Fast detection
of new types of attack unknown to the system; 2) Provision of detail information
about the detected types of attack; 3) cost-effective maintenance due to fast and
efficient learning and update; 4) incrementality and scalability of system.

As shown in Figure [Il, MMIDS consists of three main components; one-class
SVM that distiguishes normal data and attack data; multi-class SVM classifies
the attack data into one of DOS (denial of service), R2L (remote to local), U2R
(user to root) and Probing attacks; Fuzzy-ART that carries out detail clustering
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Fig. 1. The Architecture of MMIDS

for each type of attack. There are three phases in the procedure of intrusion
detection for the test data. We take a look at them closely here.

Phase 1: One-class SVM that has been trained by normal data classifies normal
data and attack data at the first stage. The training process requires only normal
data without need to prepare attack data, ensuring a faster training speed. The
one-class SVM, as an anomaly detection model, detects novel attack without
additional process for normal data on the system operation. When attack data
is detected, it generates first alarm to the intrusion response system and steps
into the phase 2.

Phase 2: The multi-class SVM classifies the attack data detected at phase 1
into one of DOS, U2R, R2L and Probing, and provides the intrusion response
system with additional information about the type of attack. For the update of
the novel attack data to the system, only classifier of the corresponding class
rather than whole system is retrained. It allows the maintenance cost on the
on-site system operation to be reduced.

Phase 3: If more detail information about incoming attack is required, Fuzzy-
ART performes clustering for each type of attack. Detail data for each attack is
not much enough to train classifiers such as SVM, and it is difficult to predict its
type as well. Thus it is recommended to carry out classification by attack using
the unsupervised learning, namely, clustering.
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4 Experimental Results

To evaluate the effectiveness of the intrusion detection system, MMIDS, KDD
CUP 1999 data [10] were used for the experiments. In order to make accu-
rate analysis on the experiment result, we used only Corrected-labeled data set
among KDD CUP 99 data which was collected through the simulation on the
U.S. military network by 1998 DARPA Intrusion Detection Evaluation Program,
alming at obtaining the benchmark data set in the field of intrusion detection.
The used data amounting to 311,029 consists of 9 symbolic attributes and 32
numeric attributes. The data is mainly divided into four types of attack: DOS,
R2L, U2R and probing, and subsidiary types of attack by main attack amounts
to 37 including 6 Probing attacks such as ipsweep and saint.

4.1 Comparison with Other Intrusion Detection Algorithms

Because many research results of intrusion detection have been reported recently,
we compare our performance with other Intrusion Detection Algorithms. Table
shows classification capability of each research for normal data and 4 types
of attack. The multi-class classifier proposed in this paper has superior classi-
fication capability to conventional researches as a whole, as shown in Table 2l
It should be observed that all research results show considerable inferior per-
formance only at the classification capability as to R2L and U2R. As shown in
Table 2] our method can provide superior performance in separating these two
patterns. In particular in the comparison between this experiment and Amb-
wani [5] that used one-against-one multi-class SVM targeting at same data as
ours, the experiment results of this methodology shows much enhanced perfor-
mance. It can be explained as follows;

Note that R2L and U2R are host-based attacks which exploit vulnerabilities
of operating systems, not of network protocol. Therefore, these are very similar to
the “normal” data in the KDD CUP 99 data collected from network packets. And
depending on type of attack, the size of data available for the training is quite
different. The size of U2R or R2L attack data, for example, is smaller than that
of other types of attack. Hence at the conventional multi-class SVM that trains
decision boundary for each class after mapping all classes into the same feature
space, the class, size of which is relatively larger, may deliver more impact on the
training result than others. It can be said, therefore, that the strategy of multi-
class SVM employed in this paper, that is to enhance classification performance

Table 2. Comparison with Other Intrusion Detection Algorithms

Bernhard W. Lee Y. Liu Kayacik Ambwani MMIDS

m o Mmoo B
Normal  99.5% - - 95.4% 99.6%  96.74%
DOS 97.1% 79.9%  56% 95.1% 96.8%  98.24%
R2L 8.4% 60.0% 78% 9.9% 5.3% 35.00%
U2R 13.2% 75.0% 66% 10.0% 4.2% 85.23%
Probing  83.3% 97.0%  44% 64.3% 75.0%  98.27%
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for own-class and minimizes the effect from unbalanced size of training data (see
Eq. 6), is turned out to be very efficient.

4.2 Clustering of Attack Data

In addition, we performed the clustering for each of 4 types of attack using Fuzzy-
ART in order to verify detailed separation capability corresponding to phase 3
of MMIDS. Table Bl shows the results from the Probing attack. According to
the experimental results of Table 8] detailed separation capability of MMIDS is
relatively good.

Table 3. Experimental Results of Probing Attack

Attacks Detection Ratio Attacks Detection Ratio

ipsweep 95.0% satan 91.7%
saint 17.2% mscan 88.2%
portsweep 96.0% nmap 20.0%

5 Conclusions

In this paper, we proposed a new intrusion detection model so that it keeps
advantages of existing misuse detection model and anomaly detection model
and resolves their problems. This novel intrusion detection system, named to
MMIDS, was designed to satisfy all the following requirements by combining one-
class SVM, proposed multi-class SVM and Fuzzy-ART that is an incremental
clustering algorithm, hierarchically: 1) Fast detection of new types of attack
unknown to the system; 2) Provision of detail information about the detected
types of attack; 3)cost-effective maintenance due to fast and efficient learning
and update; 4) incrementality and scalability of system.

Comprehensive researches that consider organic relationship between two sys-
tems: IDS and response system, including the method of utilizing detail infor-
mation about attacks detected by the intrusion detection system for establishing
policy of intrusion detection system, may be required for future works.
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