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Abstract

In this paper, we introduce a hierarchical internet application traffic classification system based on SVM as an
alternative overcoming the uppermost limit of the conventional methodology which is using the port number or
payload information. After selecting an optimal attribute subset of the bidirectional traffic flow data collected from the
campus, the proposed system classifies the internet application traffic hierarchically. The system is composed of three
layers: the first layer quickly determines P2P traffic and non-P2P traffic using a SVM, the second layer classifies P2P
traffics into file-sharing, messenger, and TV, based on three SVDDs. The third layer makes specific classification of
the entire 16 application traffics. By classifying the internet application traffic finely or coarsely, the proposed system
can guarantee an efficient system resource management, a stable network environment, a seamless bandwidth, and an
appropriate QoS. Also, even a new application traffic is added, it is possible to have a system incremental updating
and scalability by training only a new SVDD without retraining the whole system. We validate the performance of
our approach with computer experiments.

Key Words : Internet application classification, Support vector machine, Attribute subset selection
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Q oS FdFH: 015 wWAIA: 043, TV: 0
detdth A3 A, 7o £4 FEAE B9 AA re-
call& 95.36%, precisione 95.37% % =A% whHd| x|
A9 4§ recalle 95.09%, precisione 96.0%2] A<
Bjom, 7Y &4 FEAVeZE P2Pe gixAd 3
1A FEE] BF recall# precisionol A WA A
T BT S-S gelstinh

%4 PP 3 A% 54
Table 4. The performance evaluation of P2P traffic
classification

HE 5 AA ofZYAlA EdEE A% 54 %
Table 5. The performance evaluation of each subsidiary
types of application traffic

37t CFS(using 9 features)| using all features

i
application o | recall | precision | ¢ | recall |precision
bitTorrent [0.35| 98 96.1 0.3 (S1 95.9
edonky 0.6 83 90.7 065 82 93.8
fileguri 0.05| 100 90.1 0.07| 100 79.4

limewire 058 88 84 1065 94 96.9

morpheus 0.6 71 81.6 0.6 64 100

msnmsgr 055 &5 75.9 05 84 94.4

nateon 055 &3 79.1 0.6 88 91.7
skype 045 91 94.8 0.4 84 PB.5
afreecaplayer | 0.65 88 85.4 0.6 89 90.8
joost 05 84 85.7 0.6 78 96.3
pplive 05 86 89.6 05 34 93.3
gom 0.3 94 91.3 0.25 90 90.1

gorealra 0.55 93 98.9 0.5 96 86.5

iexplore 045 &4 816 055 &9 91.8

7} CFS(using 7 features) using all features

g

type o recall | precision| o recall | precision

JdFf+ | 015 | 97.0 95.7 012 | 972 97.8

w2 A 043 | 943 9.3 04 | 9.3 96.3

TV 058 | 93.7 95.9 048 | 91.3 92.9

423 AA EHY 7

A AR Age ATl BRE A A 589
P2P E =3} non P2P EHLS thA] 167H4 Fde E
ooz MEstste Aot 7t EfydEz dAgsiA
telHE 100704 F=ste] 247kl 3 SVDDE 3
st on, kel FofslA] @2 HolHE HAE HolH
2 AE3HTh CFSell 93 Mg H7 $4 FEd3e
{in_pkt_max, in_pkt_avg, in_window_min, in_win-
dow_max, out_dOctets, out_pkt_min, out_pkt _max,
out_pkt_avg, out_jitter_max}o]™, 9712] &AIWFS o] &3t
T Adel WA 397 £4e BF ol&s R A
= O x5 2l 7N =AM CE 01, oake
Z EfgEE aASATHE 5 Fx). Ad Ay, 9719
& BEAF] AL AA recallS 88.88%, precision
89.07%= SAHE W] HA HAo] A9 recall>
88.19%, precisione 92.09%9] s HAoH Il &
Ao 2® thE2ge AeS BT S Iy
t}. E3] morpheus E# 2] recallo] Atjdoz yvith=
AL AT 4 glen, o] morpheus EfjFo] A o]
FrALSE fileguri EgH oz o BF =HA7] wiolth we}
A fileguri E#F 9 recalle =R precisionS recallol
Hls] Jojq o w2 "ol
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pop3 0.5 93 98.9 0.5 97 86.6
ftp 035 96 100 0.3 98 85.5
4.8 =
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